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SECTION 1 – RISK MANAGEMENT

This document contains the Business Continuity Plan for Doane College.

It is intended to serve as a centralized repository for business continuity information and procedures that would be required for rapid recovery from any interruption of normal business operations and services.

Plan Objectives

The Business Continuity Plan is intended to:

· Minimize risk to staff and other persons on our campuses

· Protect Doane Colleges reputation, assets, and financial position

· Minimize legal liabilities by ensuring compliance with applicable laws and regulations

· Reduce the number of “ad hoc” decisions that must be made following a disaster

· Prevent a minor incident from becoming a major disaster

· Provide a proper living, learning and work environment for the displaced students, faculty and staff when there is damage to a facility or campus
· Ensure an adequate audit trail is maintained of activities that occur during an incident 

· Ensure that Post Mortem reviews are conducted to identify opportunities for corrective and preventive actions

· Ensure that maintenance plans have been developed to refresh the plan and determine if new processes or technologies are available to improve business controls and planned responses to an incident.

Risk Assessments

In developing the Business Continuity Plan, assessments were conducted to determine:

· Facility Risk - the probability of an incident occurring at each location and the adequacy of existing control measures.

· Information Systems’ Risk - the probability of system or carrier failures and the adequacy of data security measures, application controls, system management practices and disaster recovery plans.

· Infrastructure Requirements - the minimum configuration that will be required to successfully recover applications, systems, and networks if the data center is destroyed.

· Impact – the adequacy of existing insurance coverage and the priority that should be established for recovery of specific business functions.

Facility Risk

Doane College  has a medium level of risk of incurring damage to it’s facilities or occupants as a result of fire, power outages, natural disasters, vandalism, or sabotage.

Severe winter weather is prevalent in central and eastern Nebraska but does not present a significant risk.  Doane College follows local guidelines in closing facilities during severe weather and the data center can be managed remotely and has support available for 24x7x365 coverage.

Tornados are prevalent in central and eastern Nebraska. According to National Weather Service, 128 tornadoes have touched down in the four counties containing our campuses since 1950:

· Douglas – 12, Hall – 64, Lancaster – 35, Saline - 17
In general, the lower level of the facilites serve as the tornado shelters and training is provided to staff on evacuation procedures and the location of tornado shelter. All shelters are marked and there are building maps and instructions in classrooms and hallways.
Although small to moderate earthquakes have occurred in the area over the last 200 years, only two (2) earthquakes reached intensity ratings of seven (7) or above and neither of these earthquakes caused damage in the area.  The US Geological Services rates the probability of a magnitude seven (7) earthquake occurring in central and eastern Nebraska during the next fifty (50) years at around two percent (2%).  A magnitude seven (7) earthquake could cause slight to moderate damage to our facilities.

All four Doane College campuses are outside the fifty (50) mile Emergency Planning Zone of a nuclear power plant (a 10 mile radius is defined as the plume area).  The two plants in eastern Nebraska (Fort Calhoun and Cooper Nuclear Power Plants) are both outside this area.

Our campuses are close to major transportation arteries including railroad lines and air traffic from the local airports. The probability of contaminations from spills of tanker trucks or materials being transported by rail or damage from an aircraft is minimal.

Our School of Arts and Sciences located in Crete, Nebraska has 26 buildings spread out over a 300 acre campus. The Boswell Observatory, our oldest building on campus was constructed in 1883. Over the last twenty years we have constructed four new buildings and major rennovations have been completed in several of our facilities. Response times by the local fire department with a mostly volunteer force should be excellent because the campus is located is only a few miles away. The campus is also in reasonable proximity to the Crete Area Medical Center.

Our School of Graduate and Professional Studies have campuses located in the three largests cities in Nebraska (Grand Island, Lincoln and Omaha). These campuses serve adult-learners and are non-residential. Each campus is located within acceptable distance of fire and healthcare services. The Omaha campus is closer to both the Fort Calhoun and Cooper Nuclear plants but still outside of the 10 mile radius (plume area). Offutt Air Force base, the Headquarters of US Strategic Command is located in the Omaha Metro Area.

· Access Control and Security Systems:  Access to facilities on our Crete campus is controlled using a proximity card access system.  All academic facilities and administration building are secure after business hours. All residential life buildings are secure on a 24x7 basis. Parking areas and walking paths are well lit and parking areas and key building entrances are covered by a CCTV system. The college also has a safety office with roving patrols and also employs a third party security workforce to support the campuses. The Lincoln and Omaha campuses have CCTV and Security services as well. The Grand Island Campus is located at College Park and building security is provided by the owner.
· Fire Protection Systems:  Our facilities are equipped with automatic and manual alarm systems to notify occupants for evacuation purposes in the event of a fire in accordance with NFPA guidelines. Systems have been installed in all required buildings and are regularly inspected in accordance with the local authority having jurisdiction. As appropriate, buildings are also equipped with a fire sprinkler system in all areas except the data center on our Crete campus, which is equipped with an FE-25 Clean agent fire suppression system. Fire doors are also installed in facilities according to code to limit the spread of fire.

Fire alarms automatically transmit a signal to dispatch Fire and Emergency services and activate audible and visual alarms to notify occupants of the facility.  When a fire alarm sounds, designated persons within several of our major facilities also use public address systems to notify persons in the building of the need to evacuate.

· Emergency Response Measures:  Emergency Response Procedures have been developed and are included in the orientation process and contain actions to be taken for standard emergency situations. These procedures are rehearsed throughout the year.
· An Emergency Procedure Guide (that includes locations of fire alarms, evacuation routes, fire extinguishers, first aid kits, and tornado shelters) is reviewed with students, faculty and staff and is also available in buildings and on the safety website. Information includes clear directions for responses to be taken in the following emergency situations:

· Fire

· Severe winter weather

· Tornadoes, Severe Rain or Severe Wind Storms

· Earthquakes

· Flooding

· Bio Terrorism

· Bomb Threats

· Campus Violence

· Contaminations

· Medical Emergencies

When evacuation is the appropriate response to an emergency situation, directions indicate that occupants are to exit the building following the evacuation routes.  The Emergency Procedure Guide indicates that all exit passageways are to be kept free of obstructions.  These exits are clearly marked and lighted with backup power and battery support if emergency power systems fail.  All doors leading to an exit open from the interior.

Students and key staff receive annual safety training that includes directions to follow in emergency situations and training on the use of fire extinguishers. 
A Safety Committee has also been established and meets on a regular basis to review reported injuries and develop appropriate preventive actions.  All staff meetings include a review of safety related issues or incidents. Employee and student handbooks provide guideance for saftety proceedures as well.
Emergency contact information, for use if there is an associate injury or loss of life, is collected at the time of enrollment or hire and updated on an annual basis.

· Emergency Power:  Doane Colleges facility receives electrical power through main utility feeds and underground cable from the local utility company.  Electrical power for computer and communications equipment is provided through “conditioned” (dedicated) circuits.

Doane College has established a warm disaster recovery site at the University of Nebraska Central Services Data Center located on UNL’s campus in Lincoln. Backup battery power, provided by an uninterrupted power supply (UPS), is available for all critical systems for approximately twenty (20) minutes.  A generator is located at the facility to provide an additional source of emergency power for the data center and other critical building systems.  

· Utilities: Doane Colleges Facilities Director and designated Property Managers (satalite locations) are responsible for performing utility shut down and startup activities and are aware that restoration of utilities should not be attempted without the approval of the local authority having jurisdiction over the emergency.  
· Waste Control (including hazardous materials):  With the exception of our Sciences and Maintenance facilities on the Crete campus, Doane College  has a limited number of supplies that are classified as hazardous materials.  The Facilities Director and designated faculty in the Sciences facility have been trained to read Material Safety Data Sheets (MSDS) and all hazardous materials in the facility are inventoried, properly marked, and stored under conditions that will limit occupant exposure to contaminants.  
Information and Communication Systems’ Risk

Doane College  has a medium level of risk of incurring damages due to loss of data, corruption of data, system downtime, release of confidential information, or loss of assets.

The three (3) primary factors contributing to this risk include:

· Single Carrier for the Crete campus data center 
· Failure to connect the data center to a backup generator

· Limitations of a warm recovery location vs fully redundant information and data communication systems.

Mitigating these issues will significantly lower the overall risk to the organization. 

· Data Center Facility Control Systems:  Doane Colleges data center is located on the lower level of the Chab Weyers Education Hixson Lied Art Building on the Crete campus.  The data center has environmental monitoring controls in place and is constructed on a concrete floor. Floor mats are provided for the equipment racks that are Electrostatic Discharge (ESD) compliant.
Power in the data center is conditioned and routed through a continuous UPS systems located in the data center that provides emergency power.  

The data center is climate controlled and equipped with temperature and humidity monitors that alert data center and facilities personnel of an out of limits condition.  

The data center is managed from remote workstations and is supported on a 24x7x365 basis. Access to the data center is restricted to authorized employees and is controlled by key access.  Visitor access is limited and when authorized, all visitors are escorted.  

Information Security Controls:  Doane College  has established a Demilitarized Zone (DMZ) firewall configuration coupled with security appliances and software to provide layered protection to the colleges information systems.
An Information Security officer has also been appointed and plays an active roll in the administration of security policies and procedures.  A network security policy, including electronic communication and authorized use, has been developed.

Students and employees gain access to academic and adminstrative systems through a series of secure websites using public key encryption.  Staff remotely access is limited and granted to authorized personnel through Virtual Private Network (VPN) and is secured by Point-to-Point Tunneling Protocol (PPTP).  Passwords are required to access networked systems and are controlled by System Administrators. System lockout controls are in place to limit the number of attempted logins for a user.

· Information Systems: The information systems environment at Doane College is distributed across four campus locations and our warm site on UNL’s campus. It consists of a wide-area network and individual LAN’s with redundant network devices, a storage area network and more than 75 virtual and physical servers.  The institution has current maintenance agreements on its equipment and all production servers are under warranty with a next day response.  Other devices used with the system support approximately 800 workstations internally and several thousand individual users via our web-based information systems.

The core administration system called Ellucian Colleague serves as the hub for most administrative services for the college. (recruitment, registration, student services, financial aid, payroll and finance, human resources, advancement) activities. Our Learning Management System, Blackboard Learn provides students and faculty access to our course materials and assignments. Our college web-sites and services along with several third party services provide the full suite of services for our constituents.    

Doane College does maintain separate development and test environments for our mission critical systems.

· Communications:  Our primary voice communications system is located in our old data center in the Padour Walker building and serves as the entry point for carrier services and the distribution point to other floors in the building. Doane College  has multiple T-1 voice lines. Each campus has a dedicated transport circuit provided by a local carrier to one of the University of Nebraska data hubs  in Grand Island, Lincoln and Omaha. The University of Nebraska serves as the colleges internet service provider and provides redundant paths to Internet 1 and 2 services.
A PBX controls voice traffic at each facility. Configuration information for both networks (voice and data) is contained within their respective systems.  Updates are reviewed to configuration information are made on an as needed basis.
FAX transmission is accomplished through individual multi-function printers and stand-alone fax machines. Information is backed up with free standing “plain paper” equipment.

Internal communications are also supported through use of a combination of college provided and personally owned cell phones for the support team. The college also has an emergency alert system that broadcasts alerts via text, email and digital signage to college constituients. In buildings equipped with public address paging systems, voice messages are broadcasts throughout the facility using the all-call capability.  Handheld radios are available for use during planned and unplanned events.

In the event of an outage, the first level of support provided by the carriers, University of Nebraska Network Operations Center and service providers is email and phone support that is available on a 7x24x365 basis.  Average bandwidth utilization is currently less than forty percent (40%).  Bandwidth peaks are actively monitored and processes have been established for securing additional capacity.  Line tests are also performed on a daily basis.
· System Management Practices:

· Asset Management: Hardware and software standards have been established and management approval is required for deviations from the standard.  All hardware and software are owned by the institution.
· System Administration:  System logs are monitored on an as needed basis.  Firewall, Server and router logs are maintained for 6 months.

System Administrators limit the ability to install software to a small technical support group.  This group monitors notices of upgrades, patches or fixes and completes any required updates to system software. Virus protection is installed on all college owned systems and automatic updates to virus definitions are provided automatically during the login process.

· File Backup:  All data and system software files required to restore business operations are backed up on a daily, weekly and monthly basis and stored local as well as placed in off-site storage facility. The schedule for backups of production data is sufficient to fully restore the previous day’s business.  Transactional systems also have the capability to roll-back activities of the current day to minimize re-entry/reconstruction of data, recreation of files, and updating of files to current status if restoration is required.

· Off-site Storage:  The off-site storage location for Doane College  is in a secured, environmentally-protected location, that is sufficiently distant from Doane Colleges data center to improve the probability that the off-site storage location will be unaffected by the same interrupting incident that would disable the Doane Colleges data center. The tapes are stored in a locked container that is sealed by a Doane College employee who also maintains control of the key.
· Disaster Recovery Planning:  An Infrastructure audit documenting mission critical hardware was completed and is available to allow Information Technology Staff to quickly identify specific equipment needs in the event of a disaster.
Financial Impact

Doane College  conducts annual reviews to update insurance coverage.  Current coverage is for loss that can be attributed to following causes of loss:

· Fire

· Explosions

· Water damage from malfunctioning sprinklers
Doane Colleges insurance coverage is for full replacement value of buildings and business property.  Computer equipment is covered at functional replacement value.  Additional coverage has been purchased to provide an allowance for extraordinary expenses (including loss of income) that may occur during a four (4) month period after the incident.  Note: Copies of invoices and maintenance records are required as evidence of ownership and appropriate handling of any business property and equipment.

Doane College  also has an Umbrella policy for additional liability coverage and to cover errors and omissions by officers and board members.

Scenario Development

For planning purposes, five (5) possible scenarios or combinations of scenarios were considered:

· The data center is damaged and the main data processing systems will be unavailable for more than twenty-four (24) hours.  There is also damage to other applications or systems that interface with the main data processing systems.

· Data cannot be accessed or data is corrupt

· Theft or a breach of information security has occurred

· A facility or campus has been destroyed or severely damaged and there has been a loss of occupants
· A facility or campus has been temporarily closed

Goals for Restoration of Processing Systems

A Service Recovery Matrix has been developed based on the prioritization of business applications and the following goals for recovery of all communications, systems, and applications:

· Resuming critical web, phone, email, and fax communications within twenty-four (24) hours

· Resuming mission critical core business applications and PC, LAN and WAN connectivity identified in the recovery matrix within twenty-four (24) hours

· Resuming full processing capability within nine (9) calendar days

· Completing backlog processing within nineteen (19) calendar days
During the development of recovery goals a “best case” and “worst case” scenario were developed.  The goals listed above can be achieved with the “best case” scenario and will require implementation of redundant core systems at a Disaster Recovery Site.  The “worst case” scenario will require longer recovery times and is based on the current environment.

Backlog accumulation could potentially occur in the following areas:

· Academic Instruction

· Enrollment Processing

· Financial Aid Processing

· Registration

· Payroll Processing

· Accounts Payable Processing

· Gift Processing
The “best case” scenario assumes:

· No breakdown in equipment

· No system downtime

· All staff are available to work two (2) shifts
· Processing for core data processing systems is at a Disaster Recovery Site Day 3
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Structure of the Plan

Actions required to address a business interruption are organized into Response, Recovery, and Restoration phases.

The Response phase addresses initial emergency response activities including: notification of appropriate management, activation of Management Teams, and classification of the incident as a minor, major, or catastrophic event.

The Recovery phase includes: activation of Special Purpose and/or Department Teams, re-establishing the work environment, and resumption of time-sensitive (Priority 1) and lower priority processes.

The Restoration phase includes: restoration of systems, entry of data from transactions that were processed when systems were unavailable, and activities associated with relocating to a new/restored facility and establishing a work environment to support normal business operations.

SECTION 2 –BUSINESS CONTINUITY TEAMS

When an incident occurs, the focus will shift from “business as usual” to rapid execution of activities and processes to recover time-sensitive business operations.  During this time, it is essential that teams have leaders who are dedicated, perform well under pressure, and work effectively with other departments.

Formation of Teams

An executive level Business Continuity Mangement Team and a Crisis Management Team with middle management staff are responsible for coordination of continuity efforts and providing leadership during a business interruption.

Business Continuity Management Team (BCMT) responsibilities include:
· Determining the severity and classification of the incident

· Providing oversight in ensuring adequate protection and security of Staff and assets

· Activating the Crisis Management Team

· Establishing a Crisis Management Center when appropriate

· Determining if relocation to a Disaster Recovery Site is required

· Developing public relations communications and communications
· Providing notifications to designated emergency contacts if there are fatalities or injuries

· Reviewing activities documented on the Problem Summary or Status Update Reports
· Approving required expenditures including authorization for the use of external resources (subject matter experts such as architects, contractors, suppliers, or professional counseling)

· Reviewing and approving suggested changes to the Business Continuity Plan

Crisis Management Team responsibilities include:
· Activating Special Purpose Teams and Department Teams 

· Conducting Crisis Management Team meetings to review action plans, obtain status updates, and coordinate all Response, Recovery, Restoration activities

· Providing Problem Summary and Status Update Reports to the BCMT
· Reviewing security plans for protecting Staff, information, and other assets until normal operations are resumed

· Ensuring students, faculty, staff, guests and vendors are notified
· Ensuring implementation of a Disaster Recovery Site when the data center is damaged

· Ensuring that a Damage Assessment and any required salvage operations are conducted

· Ensuring all insurance and regulatory requirements are satisfied 

· Reviewing the results of Post Mortem reviews and tests of the Business Continuity Plan and making recommendations for changes to the Business Continuity Plan or associated documentation

Addendum B at the end of this chapter lists the Buisness Continuity Management Team and Crisis Management Team members and contact information, the primary and alternate locations of the Crisis Management Center, and the supply requirements if the Crisis Management Center is established at an alternate site.
Emergency Response Team Members are the first responders and have responsibility for:

· Establishing an Emergency Response Center if required

· Securing the facility

· Ensuring that appropriate emergency response agencies have been contacted

· Minimizing risk to Staff and other persons in the facility

· Minimizing loss of company assets

· Conducting a preliminary assessment using the Preliminary Assessment and Evaluation Form
· Reviewing the results of Post Mortem reviews and tests of the Business Continuity Plan and make recommendations for changes to processes and documentation

Addendum A at the end of Chapter 9 lists the Emergency Response Team members and contact information for each location.  The Addendum also contains the primary and alternate location of the Emergency Response Center.

Department Teams are responsible for completing the activities required to continue business operations.  Examples of Department Team responsibilities include but are not limited to:

· Organizing Team Command Center(s) if required

· Communicating with vendors, customers, and regulatory agencies

· Assisting in roll over activities or the set up of alternate locations if required

· Conducting an in-depth evaluation of the problem, assessing the impact of the service interruption, and documenting findings on a Problem Report
· Implementing corrective and preventive measures, if applicable

· Performing tasks to resume time-sensitive functions

· Evaluating repair alternatives and initiating repair operations

· Reporting the status of action plans to the Business Continuity Management Team during Status Update meetings

Addenda F through K in Chapter 8 contains the departmental tasks.  Calling trees list the employess in each department and contact information.
Special Purpose Teams are commissioned by the Crisis Management Team Leader to focus on critical activities or functions that require subject matter experts, cross-functional coordination between different Departments, or coordination with external experts (i.e. structural damage, coordinating repair, relocation of equipment, etc.).

Special Purpose Teams for Damage Assessments and for Recovery at the Disaster Recovery Site have been established.

Addendum C at the end of this chapter contains the members of these Special Purpose Teams and contact information.  Work Instructions and Forms define the responsibilities and activities of Special Purpose Teams.

Team Leadership

Team Leaders and Alternate Team Leaders have been appointed for all Management, Special Purpose, and Department Teams.

Through the process reviews conducted in developing the Business Continuity Plan, Team leaders have become familiar with the responsibilities of their team and the responsibilities of other teams. This clear definition of responsibilities has reduced the potential for duplication of effort and provided opportunities for joint planning processes that are necessary to build the coordination that will be required among teams to restore business services.

Team Reporting Structure

The team reporting structure assumes that the Crisis Management Team will work at the direction of the Buisness Continuity Management Team in supervising the activities of the Emergency Response, Department, and Special Purpose Teams.

Emergency Response and Special Purpose Team members continue to report to their Department managers but will take direction from the Crisis Management Team in performing tasks assigned to the team.
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Plan Administration

A Business Continuity Administrator has been appointed and has responsibility for:

· Development of efficient and effective recovery plans that will address the scenarios that represent the greatest threats to business continuity

· Ensuring that activities accurately reflect approved practices and policies

· Conducting testing to verify that required references are available and processes will provide continuity of critical operations

· Ensuring that adequate training is provided to make sure that Staff are aware of their responsibilities in responding to an incident and in completing tasks required for full recovery of all business operations.

· Following up to obtain Problem Reports, Staffing and Resource Requirements after teams are activated

· Taking minutes at all Business Continuity Management Team meetings and distributing copies to all Team Leaders and members of the Crisis Management and Business Continuity Management teams

SECTION 3 – INITIAL RESPONSE

Successful crisis management requires timely notification and processes to quickly collect appropriate information and ensure that the information is immediately provided to appropriate decision makers.

Activities

Activities during the Response phase include:

· Establishing an immediate and controlled presence at the site of the incident

· Following appropriate Emergency Response Procedures
· Conducting a preliminary assessment

· Classifying the event and establishing approval requirements for extraordinary expenses

· Determining if alternate sites or disaster recovery site should be used

· Ensuring appropriate communications are provided to the media and Staff
· Approving activation of appropriate Department and Special Purpose Teams
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Incident

Incidents are events that harm persons in a facility, damage the environment, allow the unauthorized release of confidential information, cause a business interruption, or result in loss or damage to assets or Doane Colleges reputation.
Notification

The action taken when an associate becomes aware of an incident is dependent upon the type of the incident.

· If the incident is related to system performance issues, the associate contacts the Helpdesk by opening a support case from the web site at mailto:helpdesk@doane.edu or by calling 402-826-8411.

· If there was breach of the information security system or unauthorized release of confidential information, the associate notifies the Vice President for Information Technology.

· If the incident appears to involve fraud, the associate notifies the Chief Financial Officer.

· If the incident could result in damage to the facility, environment, or danger to occupants of the facility, the associate follows Emergency Response Procedures in providing required notifications.
Preliminary Assessment

· If the incident is related to IT system performance issues, Information Technology Services evaluates the problem and resolves the issue within eight (8) hours or escalates the issue and notifies the Crisis Management Team Leader of the issue.

· If the incident involves a breach of information security, the Vice President for Information Technology takes immediate corrective action, conducts an initial investigation and informs the Buisness Continuity Management Team of findings. The Buisness Continuity Management Team then directs any continuing investigations and determines if local law enforcement or legal counsel should be contacted regarding the incident.

· If the incident involves fraud, the Chief Financial Officer takes immediate corrective action, conducts an initial investigation and informs the Buisness Continuity Management Team of findings.  The Buisness Continuity Management Team then directs any continuing investigations and determines if local law enforcement or legal counsel should be contacted regarding the incident.

· If the incident involves immediate danger to the facility or occupants of the facility, the Manager who receives notification:

· Verifies the reported emergency

· Determines if the site should be evacuated 

· Notifies appropriate emergency response agencies including the safety office if they were not previously notified

· Ensures confinement of the impacted area if there was a fire or contamination from a chemical spill or release of a toxin

· Ensures that the Safety Director and HR Director have been notified if workplace violence has occurred or if there have been injuries or loss of life 

· If system functionality is affected and prior notification had not been provided, notifies the Facilties office.
· Initiates any additional security requirements

· Completes an Incident Alert Form.  Note:  An exception occurs with severe weather.  An Incident Alert Form is only required if severe weather causes an associate injury or damage to a facility.

· Provides the Crisis Management Team Leader with a copy of the Incident Alert Form.  Notification should occur no later than one (1) hour after the incident if the media will cover the incident.  For other incidents, notification should occur no later than twenty-four (24) hours after the incident

Any serious incident requires an immediate assessment by appropriate members of the Emergency Response Team.  The Crisis Management Team Leader activates the Emergency Response Team, serves as the Emergency Response Team Leader, and ensures that a more detailed assessment summarized on the Preliminary Assessment and Evaluation Form is completed within two (2) hours after notification of the incident.  If conditions become more serious during the evaluation period, the Crisis Management Team Leader immediately notifies the Buisness Continuity Management Team Leader.

When the assessment by the Emergency Response Team is completed, the Crisis Management Team Leader forwards a copy of the Preliminary Assessment and Evaluation Form to the Buisness Continuity Management Team Leader.

Event Classification

Incidents that cause severe damage to the facilities, injuries to students, faculty, staff or visitors, or result in the loss of life are immediately classified as catastrophic events.

In other instances, the Buisness Continuity Management Team Leader reviews information on the Incident Alert Form and Preliminary Assessment and Evaluation Form (if access was allowed to the facility) and considers the following factors in making a determination of the impact of the incident:

· Timing of the interruption, such as the day of the week or month or time of the year

· Expected media reaction and potential impact on Doane Colleges reputation

· Number of impacted systems or applications

· Confidence in the initial estimates for return to normal operations

· Likelihood of continuing or additional problems

When the impact has been determined, the Buisness Continuity Management Team Leader assigns one of the following classifications to the event:

· Minor Event - A minor event is generally a low impact event.  This type of incident partially interrupts the operations for a limited amount of time during any one (1) day and generally affects a small number of individuals. Transfer of services to an alternate location is not required and resumption is generally accomplished following normal business processes.
· Major Event - A major event has a medium impact and can result in operations being interrupted for two (2) to three (3) days.  These events may be covered by the media and may require involvement by local emergency or regulatory agencies.  Major events may include limited damage to the data center, telecommunications infrastructure, facilities or contents and may require use of an alternate location until facilities or capabilities can be restored.
· Catastrophic Event - A catastrophic event has a major impact on the institution and will generally interrupt services for a period of more than three (3) days. These events generally have extensive media coverage and require the involvement of emergency and regulatory agencies.  Catastrophic events occur due to loss of Staff or severe damage or complete destruction of the data center, telecommunications infrastructure, facility, or contents.  During catastrophic disasters, an alternative location is generally required for resumption of mission-critical activities and use of a Disaster Recovery Site may also be required.
All events should be assigned a classification by the Buisness Continuity Management Team within three (3) hours after the incident.

Activation of Management Teams

Minor Events – With minor events, the Buisness Continuity Management Team Leader will manage recovery efforts by activating appropriate members of the Crisis Management Team so that Team Leaders from the affected departments can direct and monitor activities until operations return to normal.

Major or Catastrophic Event – With major or catastrophic events, the Buisness Continuity Management Team and Crisis Management Team will be activated. 

The Buisness Continuity Management Team Leader determines the time and location for the first joint meeting of the Buisness Continuity Management Team and the Crisis Management Team and requests the Business Continuity Administrator to set up a conference call if members of the Buisness Continuity Management Team and Crisis Management Team will be attending the meeting via phone. The Buisness Continuity Management Team Leader also provides a copy of the Incident Alert and Preliminary Assessment and Evaluation Forms to the Business Continuity Administrator.

The Business Continuity Administrator uses contact information in the Management Team Addendum to notify Buisness Continuity Management Team and Crisis Management Team members of the incident and the scheduled meeting time and location and determine if any of the team members will need to attend via conference call. When a conference call will be used, the Business Continuity Administrator sets up a secure; password protected conference call and provides the phone number and password to the members of the team who will be attending via conference call.

If fax or electronic communication capabilities are available, the Business Continuity Administrator also provides a copy of the Incident Alert and Preliminary Assessment and Evaluation Forms to the members of the Buisness Continuity Management Team and the Crisis Management Team.
Initial contacts should be completed within one hour after classification of the incident. If contact has not been made after that time, the Business Continuity Administrator assigns a designate to continue the notification process.  If an Buisness Continuity Management Team member or Crisis Management Team member is unavailable, the Buisness Continuity Management Team Leader temporarily assigns the responsibilities of the Management Team member that could not be contacted to another Management Team member.

Physical Security Requirements

The Facilities Director is responsible for completing a review of physical security and implementing any additional measures that may be necessary to provide adequate protection for persons in the facility and to ensure the security of Doane Colleges assets.
When a major or catastrophic event occurs, the Facilities Director may require Crisis Management Team approval for all visits to the affected facility.  If an approval will be required, the Facilities Director notifies the Crisis Management Team Leader of the requirement and prepares submits an initial Approved Visitor List that includes the activated members of the Emergency Response Team, members of the Buisness Continuity Management Team, and other Staff recommended by the Emergency Response Team Leader.

When authorization is required for visits to the facility, Staff request approval by contacting their representative on the Crisis Management Team.  The Crisis Management Team member provides an approval decision and notifies the Facilities Director if the associate’s name should be added to the Approved Visitor List.

Communications

A Business Continuity Hotline number will be established to provide Staff information about the status of Business Continuity efforts.  Phone, email, and fax extensions that will be critical for internal communications have been identified.

Within the first hour after a catastrophic incident, the Marketing and Communications Director develops a Press Release to be used if media will be covering the incident and assists with communication so that the President can notify the Board of Trustees and the campus community.  The Marketing and Communications Director will also develop a description of the event that can be used in answering incoming calls and providing notification to members of the college community, family members and vendors.
If the Director of Telecomunications and Infrastructure determines that critical phone, email, and fax extensions are not operational, new numbers or email addresses with an internet service provider are immediately established, and a new Critical Phone, Email & Fax List is created and sent to the Crisis Management Team Leader.

A Communications Plan in Addendum D lists the steps that will be followed in managing communications regarding the incident.

Joint Meeting of the Buisness Continuity Management Team and Crisis Management Team

At the joint meeting, of the Buisness Continuity Management Team and Crisis Management Team, the Buisness Continuity Management Team Leader facilitates discussions to:

· Review findings on the Incident Alert and Preliminary Assessment and Evaluation Forms

· Assess the potential implications of the incident on the college and members of the college community
· Discuss potential liabilities and determine if any regulatory or other agencies should be or have been informed of the incident

· Determine if operations should be temporarily suspended or if operations should transfer to an alternative site.  As a general rule:

· If restoration is expected within twenty four (24) hours, operations will be suspended.

· If restoration is expected to take more than twenty four (24) hours, processing will be prioritized and may be moved to another site.

· Review and verify agreement on processes for prioritizing existing service capabilities

· Develop estimates of expected service levels and production capabilities
· Determine if an alternate site should be secured
· Determine if a Disaster Recovery Site should be utilized
· Determine which Department and Special Purpose Teams should be activated
· Estimate the time that will be required for full recovery
· Provide the general ledger account number to be used for coding extraordinary expenses associated with recovery activities and review guidelines and approval requirements for extraordinary expenses.  Note: In most instances, normal approval requirements will be followed for expenses that can be absorbed by existing operating budgets and all other expenditures will require the approval of the CFO or President
· Review the Compensation Policy for hourly personnel
· Determine if responsibilities of team members need to be re-assigned to backups because staff are unavailable or because team members need to take a more active role in managing recovery efforts.  Note:  Backup staff are identified for all key contributors in Department Addendums
· Review security procedures that have been implemented including the Approved Visitor List.  Note:  Activation of Special Purpose Teams to assess damages will include authorization to visit the affected facility.

· Determine if outside experts or Staff with special expertise should be included in Crisis Management Team meetings
· Provide team members with a copy of the Critical Phone, Email and Fax List
· Review internal and external communications prepared by the Director of Marketing and Communications.  Suggest any adjustments, determine if the Director of Telecommunications should provide the statement in broadcast emails and voice mails and on the Business Continuity Hotline and determine if the Director of Marketing and Communications should add a message to Doane College’s web site.  Note:  With catastrophic events, communications to Staff will also include a caution to only provide the prepared statement and to direct any inquiries for additional information to the Buisness Continuity Management Team Leader
The Business Continuity Administrator takes minutes of the meetings, creates an Open Action Item List, and distributes copies of the meeting minutes and Open Action Item List to all team members after the meeting.

SECTION 4 – RECOVERY

The Recovery phase focuses on re-establishing time sensitive, business critical operations and may be executed sequential to, or concurrent with, the Response phase.

Activities

Activities during the Recovery phase include:

· Establishing Command Center(s)

· Activating appropriate Special Purpose and Department Teams

· Providing notification to Staff, customers, vendors, and media contacts

· (If the Data Center was severely damaged) establishing or re-locating to a Disaster Recovery Site

· Updating the Service Recovery Matrix and rebuilding systems 

· (If a facility was severely damaged) implementing a transfer strategy, securing an alternate facility, establishing a work environment for essential Staff, and initiating salvage, repair, and cleanup

· Determining the impact on all Departments and developing recommended action plans

· Prioritizing student life and academic instruction activities
· Reviewing Initial Problem, Problem Summary, and Status Update reports and taking appropriate actions to direct and coordinate Department and Special Purpose Team activities
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Command Centers

Command centers are established during the initial stages of Recovery to improve communication and coordination of team activities and to ensure the availability of Senior Management for reviews and approvals of action plans and any required expenditures.  The Business Continuity Plan utilizes two (2) command centers.

· Crisis Management Center  – activated by the Buisness Continuity Management Team Leader and used by the Buisness Continuity Management Team and Crisis Management Team.
· Emergency Response Center  – activated by the Emergency Response Team Leader and used by the Emergency Response Team.

The addendums for the Management Teams and Emergency Response Teams contains the primary site to be used in the current location and a secondary site to use if the facility or campus cannot be accessed.
If a minor incident occurs, use of the Crisis Management Center will be confined to management update meetings and an Emergency Response Center will not be established.  If a major or catastrophic incident occurs, a Crisis Management Center will be established and the Emergency Response Center will be used during completion of the Preliminary Assessment and Evaluation and to manage Restoration activities.

Activation of Teams

The Crisis Management Team representative from the department to be activated (or Buisness Continuity Management Team representative if the Crisis Management Team was not activated) provides Department Team Leaders and Special Purpose Team Leaders from their department with notification of activation and a copy of the Critical Phone, Email & Fax List.
All teams have calling trees that provide the sequence to use in activating their teams or for use in providing notification of emergency conditions.  

Each Team Leader is responsible for contacting their Alternate Team Leader and other team members following steps in the Notification and Briefing Procedures found in Addendum E.  If the Team Leader is not available, the Alternate Team Leader assumes the Team Leader’s responsibilities.  If the Alternate Team Leader is also unavailable, the Crisis Management Team Leader selects another manager to serve as the Team Leader until the Primary or Alternate Team Leaders become available and resume their responsibilities.

When activated, Department and Special Purpose Teams are responsible for:

· Establishing work schedules and conducting meetings to clarify assignments

· Notifying the Public Relations Staff of any questions or concerns that were raised by members of the campus community
· Ensuring that initial notifications are provided to customers and vendors and providing feedback about customer concerns to the Public Relations Staff
· Assessing the impact on their Department or completing their Special Purpose assignment

· Taking appropriate actions to minimize the impact of the incident

· Completing an Initial Problem Report for each identified problem that is impacting their area.

· Preparing a Staffing and Supply Requirements with the schedule for activation of essential and non-essential staff and the supply requirements to support their return to work

The Initial Problem Report:

· Describes the problem

· Attempts to identify the cause of the problem

· Details the expected immediate and future impact of the problem

· Describes actions that have been taken to limit the impact of the incident

· Recommends action plan(s) to address the issue

· Requests approval for expenditures associated with the proposed action plan.  Note: Expenditures for hiring of temporary or replacement workers also require approval of the cabinet.

Assessment of Damages

If damages to the facility or equipment were reported, the CFO contacts the insurance company to provide the initial report of damages and determine if there will be any additional reporting and inspection requirements. The CFO is responsible for any reporting requirements and informs the Facilities Director of reporting or inspection requirements.
If safe, facilites and IT staff that comprise the Special Purpose Team assess the area where the damage occurred and reports the damage to the CFO and CIO.  The Special Purpose Team obtains inventory reports to determine the number of items that should be in the facility, leads the team in determining if items are missing, salvageable, or damaged beyond repair.

The findings of the Special Purpose Team are summarized on a Damage Assessment Report that is forwarded to the Crisis Management Team Leader, the manager of the department responsible for the damaged items, and the Accounting Position.

The Department Manager responsible for the damaged items coordinates any inspections that are required by the insurance company and records a recommendation for repair, replacement, or disposal of damaged items on the Problem Report.

Updates to the Service Recovery Matrix

When the extent of damages to data processing or communication system or the cause of issues has been identified, the Vice President for Finance, Vice President for Information Technology, and Facilities Director update the Service Recovery Matrix with estimated times for recovery of damaged or disabled equipment, systems, and applications and provides the updated Service Recovery Matrix to the Business Continuity Administrator.

The Business Continuity Administrator forwards the Service Recovery Matrix to all activated Team Leaders and the members of the Buisness Continuity Management Team and the Crisis Management Team.

When the updated Service Recovery Matrix is available, the Buisness Continuity Management Team Leader schedules a Status Update meeting that will be a joint meeting of the Buisness Continuity Management Team and Crisis Management Team.

In preparation for the meeting, activated Team Leaders use information on the Service Recovery Matrix to prepare a Staffing and Supply Requirements with the schedule for activation of essential and non-essential Staff and the supply requirements to support their return to work.  The completed Problem Reports and the Staffing and Supply Requirements are then forwarded to the Business Continuity Administrator prior to the Status Update meeting.

The Business Continuity Administrator follows up to ensure that all required reports are completed, and provides copies of the reports to all members of the Buisness Continuity Management Team and Crisis Management Team prior to the initial Status Update meeting.

Initial Status Update Meeting 

During the Status Update meeting, the Team Leader of each activated team will present a summary of findings and action plans from their Initial Problem Reports.  The Buisness Continuity Management Team Leader then facilitates a discussion to:

· Review and approve/adjust the Service Recovery Matrix
· Review and update prioritization plans and estimates of access to services and facilities.
· Update the projected date for full recovery
· Approve/modify department action plans and associated expenditures

· Approve/modify department lists of essential staff that will be required to complete Recovery activities (reported on the Staffing and Supply Requirements)
· Review communications that have been prepared to address questions from internal and external stakeholders and make any required modifications to the messages

· Review and provide an approval decision for any requests for visits to the affected facility

At the conclusion of the meeting, the Business Continuity Administrator summarizes the problem, approved action plan, and any approval or denial of required expenditures on a Problem Summary Report and provides a copy of the report to the members of the Buisness Continuity Management Team and Crisis Management Team and the Leaders of the activated Department and Special Purpose teams.  The copy of the Problem Summary Report serves as authorization for approved action plans and associated expenditures and ensures that all teams are aware of approved action plans.

The Business Continuity Administrator also forwards the approved Staffing and Supply Requirements to the Facilities Director and Vice President for Information Technology to use in purchasing supplies and computing and telecommunication equipment and for use in preparing work areas.
The President is responsible for using the summary information to provide updates to the Board of Trustees.

The Department and Special Purpose Team Leaders implement the approved action plans and immediately notify the Crisis Management Team Leader if conditions deteriorate or additional findings increase the severity and potential impact of the incident.

Establishing the Work Environment

If a decision was made to relocate to an alternate site, the CFO, CIO and Facilities Director meet with the Property Management Manager to use the alternate facility.  The CFO negotiates rental rates.

The Facilities Director:

· Uses Staffing and Supply Requirements to ensure that adequate space will be available

· Works with Department Managers to develop any required plans

· Expedites the build out for Staff that must return to work as soon as possible

· Arranges for transport of any salvageable equipment
· Ensures adequate security is available at the alternate facility

Purchase and Distribution of Supplies and Equipment – When purchasing systems are not available, designated personnel in the department create a Purchase Order for items that will be required, obtain approval of the Department Manager, and then forward the Purchase Order to the CFO.  The CFO provides approval to assign a Purchase Order Number and the Purchase Order is returned to the Department as authorization to purchase the requested items. 
· When supplies must be purchased for an alternate facility, the Facilities Director establishes a location within the alternate facility to be used as a supply area and orders the Supply Requirements listed on the Facilities and Administrative Services Addendum.
· When paper, envelopes, or inbound or outbound mail processing equipment is required, designated Staff in the Service Bureau area prepare the Purchase Order.  Purchase Orders for paper are issued without a requirement for additional approval.  All other Purchase Orders are forwarded to the Vice President of Operations for processing.
· When additional or replacement workstations are required, designated staff in Information Technology obtain software/backups images from off site storage, determine if existing equipment can be re-allocated, and forward requests for purchases of additional equipment to the Vice President for Information Technology.  When equipment is available, the desktop support specialist in Information Technology installs images/software, delivers and sets up the computer equipment, and assists Staff with establishing network connections.

· When replacement phone systems are required, the Facilities Director determines if existing equipment can be re-allocated and prepares any required Purchase Orders.  When phone systems are delivered, the Facilities Director works with the telecommunications vendor to complete the required configuration and call routing for the systems, and setup the phones in the associate’s work area.

Distribution of Forms to Support Manual Processes - When systems are unavailable, managers are responsible for providing faculty and staff with copies of paper forms or electronic versions of forms and a Required System Update form that can be used to record any updates that should be made when the system becomes available.
Recovery of Mission Critical Information Systems

When damage to the facility or equipment prevents use of Doane Colleges Data Center, the Buisness Continuity Management Team commissions a Special Purpose Team within Information Technology to move the data processing systems to the Disaster Recover Site.  The Disaster Recovery Site has adequate space and equipment to re-establish communications and accommodate post-disaster installation of the hardware necessary to resume critical processing loads and limited test and development capabilities.

When systems in the existing Data Center or systems for the Disaster Recovery Site must be ordered, the Vice President for Information Technology will work with the CFO and accounting to expedite purchase and delivery of equipment to the facility or Disaster Recovery Site. The appropriate staff in Information Technology also obtains any required backups at the recovery site or from off-site storage and arranges for delivery of backups to the Disaster Recovery Site as appropriate.

When traveling to the Disaster Recovery Site, the Vice President for Information Technology follows steps outlined in Work Instructions to Contact the Computer Recovery Facility to provide the Disaster Recovery Site with information on equipment and space requirements and the estimated time of arrival for backups, equipment, and staff. Members of the Special Purpose Team follow directions on Special Purpose Team Addendum C to travel to the Disaster Recovery Site, gain access to the facility, and begin work in completing assignments.

When equipment is available, Information Technology Support Staff re-establish data communications and begin rebuilding and testing systems based on the priorities established in the Service Recovery Matrix.

When each system/applications is recovered, Information Technology notifies the Departments that use the system/application and resumes backups for the system/application that has been restored.

During Recovery, the Vice President for Information Technology or Alternate Team Leader conducts daily team meetings to coordinate activities and obtain status information. Update information is provided in the Crisis Management Team Status Update meetings and used in developing status updates for staff and customers.

Other Recovery Activities

Access to administration and learning management sytems cannot occur without the recovery of the mission critical information systems. Some courses and activities can continue without technology. These activities will occur while the Information Technology is re-establishing the mission critical systems. 
Specific activities of other departments are listed in the Recovery section of each Department Addendum.

Repair, Salvage, and Disposal of Damaged Equipment

When the Damage Assessment is completed, the Crisis Management Team approves the repair or replacement of damaged equipment and disposal of equipment that cannot be salvaged or obtains approval from the Buisness Continuity Management Team.

When disposal of damaged equipment is approved, the Facilities Director coordinates the collection and disposal of damaged equipment.

Department Team members complete the activities associated with repairs or replacement or coordinate vendor activities in providing the required services.

Cleaning and Repairs to the Facility

The Facilities Director or Property Management Company works with the utility companies and authorities with jurisdiction to obtain approvals and coordinate restoration of utility connections.

The Property Management Company evaluates vendors and obtains estimates for any cleaning, decontamination, or repair of the facility and fixtures.  When the evaluation is completed, the recommended vendor proposal with associated estimates is forwarded to the Facilities Director and is presented at the next Crisis Management Team Status Update meeting.

When cleaning, decontamination or repair activities are approved; the Facilities Director or Property Management Company supervises the approved activities.

Accounts Payable & Accounts Receivable Management

When systems are not available, Finance has the ability to issue manual checks or complete wire transfers for any account that has immediate payment requirements and for employee wages and expense reimbursements.

When receipt of products cannot be verified, the Finance department also contacts vendors to provide information about the incident and requests delays in accounts payable until systems or manual processes allow verification of receipts.

Employee Assistance

During Recovery, the Payroll office works with the insurance carrier to provides employees with information about benefits and assist Staff and their families in locating and completing on-line insurance forms and in completing workers compensation claims.

Status Update Meetings

Department Managers prepare standard management reports with available information for use in providing updates.

The Crisis Management Team Leader schedules Status Update meetings on an as needed basis to:

· Provide a status update on sales and service levels

· Review progress in resolving problems 

· Provide an approval decision for any additional expenditures

· Review and adjust priorities for the delivery of products and services 

· Revise estimated service levels
· Update the projected date for full recovery

· Review communications that have been prepared to address any additional questions from customers and staff and make any required modifications to the messages
· Review and update the Open Action Item List
· Review and provide an approval decision for any requests to visit the affected facility.

When approval for additional expenditures is requested, the Crisis Management Team will provide an approval decision or escalate the approval request to the Buisness Continuity Management Team.

The Business Continuity Administrator records minutes of the meeting on a Status Update Report and updates the Open Action Item List.
If the Buisness Continuity Management Team must approve expenditures, the Business Continuity Administrator forwards the Status Update Report to the Buisness Continuity Management Team members through email or the Crisis Management Team Leader presents the Status Update Report during an Buisness Continuity Management Team meeting.  The Buisness Continuity Management Team Leader collects input from other Buisness Continuity Management Team members, provides a decision, and returns the Status Update Report with the decision to the Crisis Management Team Leader and the Business Continuity Administrator.  

When a decision has been obtained for all expenditure requests, the Business Continuity Administrator forwards the Status Update Report and Open Action Item List to all members of the Buisness Continuity Management Team and Crisis Management Team and the Leaders of activated Department and Special Purpose teams to ensure all team members are aware of the activities of other teams. The Status Update Report also serves as authorization for approved expenditures.
The CFO and President are responsible for providing updates to the Board of Trutees.
Communications

The Business Continuity Hotline number is updated with status information every four (4) hours during business hours.

Department managers also hold meetings with faculty and staff to provide status update information, address associate questions, clarify the prioritization for delivery of products and services using available systems or manual processing, and make any changes in associate responsibilities and work schedules to support the new production/service delivery schedule.  During departmental meetings, faculty and staff are again cautioned against discussing the incident outside of meetings. Employees are asked to notify their Manager of any rumors or concerns and are reminded to direct all questions about the incident to the Director of Marketing and Communications.
SECTION 5 – RESTORATION

The Restoration phase is initiated when systems or applications have been restored or when the campus or facility has been repaired or a new site has been selected as the permanent location for Doane College to continue operations.

Activities

Activities during Restoration include:

· Providing notifications to customers when the system is restored

· Prioritizing production and mailing of surveys and Information Technology development work

· Preparing procedures for the relocation of operations to the new/restored facility/site
· Providing communications to students, employees, vendors, the media, and other stakeholders before, during, and after relocation

· Managing the relocation process and establishing the new work environment

· Synchronizing the system at the Disaster Recovery Site with the system in the restored/new facility

· Updating system information

· Preparing system generated management reports and customer invoices/statements

· Reversing transfer plans and returning activities to the new/restored facility

· Filing insurance claims and completing applications for available public funding

· Continuing Status Update meetings to review progress in completing Restoration activities

· Conducting Post Mortem reviews
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Relocation of Operations

When operations were moved to an alternate location, the Facilities Director prepares the schedules, plans, and procedures for the relocation to the new/restored facility, coordinates all moves of equipment, and works closely with Department Managers and Information Technology in re-establishing the work environment.

When the work environment has been re-established, Departments work to reverse any transfer plans and return responsibility to the corporate facility.

If a facility is being re-opened or the facility is being permanently relocated the Director of Marketing and Communications is responsible for developing notifications to students employees, vendors, and the community before, during and after relocation.  

The Facilities Director follows Event Guidelines in coordinating any events associated with the move or re-opening of the facility.

Communications

Departments continue to hold meetings throughout the Restoration phase to collect and address student and employee questions.

When service is restored, the Buisness Continuity Management Team develops:

· Updates for the media

· Q & A formatted information to be made available through email or Doane Colleges web site

· Scripts for notifying customers of the restoration of service

· A formal communication to customers that apologizes for the inconvenience caused by Doane College’s inability to provide services, provides details of what happened, describes actions that have been taken to restore and improve services, and describes any restitution that will be provided if any.

Restoration of Service

Members of the Department:

· Test restored systems, determine if backups from a prior period should be restored, and request any required restorations using a Tape Restoration Request form

· Update restored systems with information on Required System Update forms and documentation used for manual processing 

· Prioritize delivery of services and determine expected timelines
· Coordinate activities to meet promised delivery dates

· Use restored systems to prepare management reports and generate customer statements and reports
Synchronization of Systems

When the facility has been restored, Information Technology rebuilds the data center at the restored facility or new location. System testing is completed as each system is rebuilt before synchronization of the systems at the data center and at the Disaster Recovery Site.  When synchronization is completed, additional testing and verification of processing capabilities is conducted at the data center before the Disaster Recovery Site is abandoned.

Insurance Claims and Filings for Public Funds 

When restoration activities are completed, the CFO provides claim information to the insurance companies and follows up on the claim with the insurance company.

The CFO will apply for any public funds that may be available to offset disaster recovery expenses

Status Reporting

Crisis Management Team Status Update meetings are continued during Restoration.

The Business Continuity Administrator continues to keep minutes using the Status Update Report, continues updates to the Open Action Item List and forwards copies of the meeting minutes and Open Action Item List to all Team Leaders and members of the Buisness Continuity Management Team and Crisis Management Team.

The President and CFO continues to provide updates to the Board of Trustees.

Post Mortem Reviews

When the incident was a major or catastrophic event and systems and operations have been restored, the Crisis Management Team Leader sends a notice to Team Leaders with a scheduled date for a Post Mortem Review meeting.  In the meeting notification, Team Leaders are asked to meet with their teams prior to the Post Mortem Review meeting and review documentation for each problem that was handled by their team and attempt to:

· Determine if initial root cause assumptions were correct

· Determine if the incident was preventable

· Develop recommendations for preventive actions 

· Develop recommendations for actions to improve processes used in resolving the problem

· Determine the time that would be required to implement recommendations

· Prepare estimates for any expenditures that would be associated with implementation of recommendations

Team Leaders record findings on a Post Mortem Review form, attend the scheduled Post Mortem Review meeting, and present the findings and recommendations from their teams.

When all team recommendations have been reviewed, the Crisis Management Team Leader facilitates a discussion to prioritize the recommendations.

After the Post Mortem Review meeting, the Business Continuity Administrator summarizes each of the recommendations, includes estimates of associated expenses, and forwards the summary report to all members of the Crisis Management Team.

When the report is available, the Crisis Management Team Leader schedules a meeting with the Buisness Continuity Management Team to review the recommendations and obtain authorization for the action plans and any associated expenditures.  When authorization is provided, the Crisis Management Team Leader notifies the Department Manager that will have responsibility for implementation of the action plan of the approval.

If recommendations for changes to the work instructions, forms, or Department Addendums associated with the Business Continuity Plan were approved during the Post Mortem Review meeting, the Business Continuity Administrator also implements the changes following steps outlined in the chapter on Plan Maintenance.

SECTION 6 – TRAINING & PLAN TESTING

To successfully recover from an incident, experienced, well-trained employees must be at the right place, at the right time, and be sure of their assignments.

Education and Training

Training sessions to support the rollout of the Business Continuity Plan have been conducted by Department Team Leaders and the Business Continuity Administrator.  The objectives of the training were to:

· Develop an awareness of Business Continuity Plan processes for Staff who were not involved in development of the Plan

· Train employees who will be involved in executing the Plan to ensure that they are aware of their roles and responsibilities and the specific tasks, forms, and reference documents that will be used in each process

Initial training for new employees will be provided as part of New Hire Orientation.  Refresh training will be provided annually.  Topics covered in the training will include:

· Definitions for Disaster Recovery and Business Continuity Planning

· The need for Business Continuity Planning

· Plan objectives 

· Doane Colleges goals for recovery

· Characteristics of an incident and the different classifications that can be assigned to the incident

· Phases used in managing recovery efforts (Response, Resumption, Recovery and Restoration) and the activities and communication plans associated with each phase

· Emergency Response Procedures

· Data preservation methodologies and practices

· Processes for testing the Plan

· Processes for making changes to the Plan

Note:  When Departments have determined that additional training is required for staff in their area, customized training has been developed for their Department.

Test Plan

Testing of Plan elements is also vital to ensuring the accuracy and effectiveness of the Business Continuity Plan and is one method of providing the experience and training necessary to ensure that staff are aware of and capable of fulfilling their responsibilities.

A Test Plan has been developed. The Test Plan ensures that all phases of the Business Continuity Plan (Response, Recovery, and Restoration) are tested in all Departments during a twelve (12) month period.  Testing uses scenarios that are representative of the types of incidents that are likely to occur and different types of exercises to evaluate associate understanding of the steps that should be taken to respond to and recover from incidents presented in test scenarios.

Test exercises generally include one or more of the following objectives:

· Verifying the adequacy of departmental processes

· Improving associate awareness of the importance and impact of their responsibilities

· Verifying the accuracy of sources of data

· Verifying the ability of a backup resource to complete tasks normally performed by a key contributor

· Verifying the existence and accuracy of team membership lists and calling priorities

· Increasing confidence in the ability of the institution to recover on a timely basis

The different types of exercises include:

· Structured Walk-Throughs –announced several days before the exercise along with a description of the scenario that will be used in the exercise.  During the test, the Department Teams and selected members of the Buisness Continuity Management Team, Crisis Management Team, and Emergency Response Team “walk-through” their assigned tasks.

· Checklist Exercises –usually unannounced.  During this type of exercise, checklists are used to determine if a department has access to the current version of key components of the Plan (vendor contact lists; copies of components of the Business Continuity Plan, off-site storage data, work instructions, etc).

· Tactical Exercises –unannounced.  With a Tactical Exercise, Business Continuity Teams are called to a conference room and presented with a disaster scenario.  During the exercise, all team members simulate the environment of the disaster and perform their tasks with information that is made available.  A “fast” clock is used to record the passage of time and allows Team members to respond to information in a near real-time environment.  With the “fast” clock, fourteen (14) days’ actions can be tested in one (1) working day.
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Test Process

Before each test is conducted, the Business Continuity Administrator completes a Plan Exercise Form that provides test objectives, a test scenario, and test procedures.

When the test design is completed, the Business Continuity Administrator presents the Plan Exercise Form and recommendations for person(s) to serve as Exercise Evaluation Team members to the Crisis Management Team for review and approval.

After approvals or modifications to the recommendations, the Business Continuity Administrator:

· Notifies the person(s) of their selection as a member of the Exercise and Evaluation Team

· Selects an Exercise Evaluation Team Leader if the team includes multiple persons

· Forwards a copy of the Business Continuity Plan, applicable Department Addendum(s), and the Plan Exercise Form to all Exercise Evaluation Team members

· Schedules a meeting with the Exercise Evaluation Team to review the scenario and test procedures and ensure that the Team has an adequate understanding of the steps that need to be observed during the test

· Finalizes a date and time for the test that will minimize any disruptions caused by the test

· Updates the Business Continuity Test Plan /Status Log with the name of the Team Leader and the scheduled test date

· If a Live Production test will be conducted, forwards the Plan Exercise Form to the Disaster Recovery Site Coordinator at least four (4) weeks prior to the test

· If the test is announced, sends a Business Continuity Test Notification to the Department Team Leader(s) and the management responsible for the department(s) to be tested.

The Exercise and Evaluation Team Leader is responsible for conducting the test, summarizing the results on the Plan Exercise Form, and forwarding the test results to the Business Continuity Administrator no later than one (1) week after completion of the exercise.

Reviews of Test Results

When results are available, the Business Continuity Administrator conducts a follow-up meeting with the Exercise and Evaluation Team Leader and Leaders of the Teams that were tested to discuss:

· Observed strengths and weaknesses

· Possible root cause of problems encountered by the Department

· Recommendations for changes that should be made to the Business Continuity Plan, Department Addendum(s), Work Instructions, or forms used in the process
· Recommendations for changes that should be made to the test scenario or methods used in conducting the test

At the conclusion of the meeting, the Business Continuity Administrator ensures that the Plan Exercise Form is completed with:

· Recommendation for re-testing
· Recommended changes to the Business Continuity Plan, Department Addendum(s), Work Instructions, or forms 

· Signatures of the persons participating in the Review Meeting

The Business Continuity Administrator then updates the Business Continuity Test Plan /Status Log with the date of the Test Review Meeting and reviews the results with the Crisis Management Team as part of the Plan Maintenance process.

SECTION 7 – PLAN MAINTENANCE & DISTRIBUTION

The objective of maintenance activities is to ensure that all components of the Business Continuity Plan are accurate and maintained in a state of readiness.  Maintenance is either scheduled or unscheduled.

Unscheduled Maintenance

Unscheduled maintenance occurs as the result of findings from Post Mortem reviews or as a result of changes in the business.

Mergers and acquisitions, reorganizations, changes in processes, or changes in products and services should all trigger reviews of the Business Continuity Plan.  

Any changes to hardware, software, and communication configurations must be evaluated in terms of security, recoverability, and reliability and when a new solution is implemented, these changes should also trigger updates to the Business Continuity Plan.

Scheduled Maintenance

Scheduled maintenance is performed based on a plan for reviews and updates of specific components of the Plan.
Annual Reviews - On a annual basis, the Crisis Management Team meets to:
· Review the status and schedule of tests to ensure timely completion of the Test Plan

· Review test results and approve recommendations for re-tests of areas that were deficient

· Review any requested changes to the Business Continuity Plan or Department Addendums

· Discuss changes in each of the Departments that have occurred during the prior quarter 

· Review the Service Recovery Matrix to determine if changes should be made to existing priorities

· Review the percentage of Staff in each Department who have completed Business Continuity training to ensure that adequate training is being completed

After the meeting, the Business Continuity Administrator:

· Schedules any approved re-testing

· Works with the departments to complete approved revisions to the Plan or associated documentation

· Works with the Information Technology organization to ensure that the Service Recovery Matrix is revised to support the new priorities.

The Business Continuity Administrator also initiates additional annual updates by:

· Contacting the Facilities Director to verify that any changes to plans are reflected in the posted emergency evacuation route maps.

· Requesting Team Leaders to update membership lists and calling priorities and verify the accuracy of contact information on the Department Addendum
· Requesting Information Technology to verify that:

· The most recent images of standard software loads are in off-site storage locations

· All system backups are current and have been tested for recoverability within the last three (3) months

· The hardware and software asset inventory has been updated and included in the Plan

· Contacting the Director of Marketing and Communications to ensure that any changes required for media kits stored at the Disaster Recovery Site and in off-site storage have been made

· Contacting the Facilities Director to verify continued availability or updates to alternative site locations

· Contacting the Leader of the Safety Committee to ensure that:

· All Safety Committee team member lists are updated

· All First Aid kits have been inspected and replenished

Annual Reviews - After the Tactical exercise of the Response and Resumption activities, Crisis Management Team reviews the Business Continuity Plan and their individual Department Addendums to ensure that all required system functionality has been correctly prioritized and to ensure that all required activities and responsibilities are documented.

On an annual basis, the Business Continuity Administrator also:

· Conducts the Risk Assessments that were completed in the early planning stages to identify and correct any major deficiencies or areas of concern

· Works with Department Team Leaders to schedule refresh training for staff
· Requests the Facilities Director to verify that an annual fire drill has been conducted and that all staff have been trained on Emergency Response Procedures and the operation of fire extinguishers

· Works with Facilities Director to ensure updates to Emergency Notification and profile information have been made

Approval of Plan Updates

A process has been defined for approving changes to the Business Continuity Plan, Department Addendums, work instructions, and forms.

· Work Instruction changes must be approved by the department that uses the Work Instruction

· Form changes must be approved by the department(s) that use the form

· Department Addendums changes must be approved by the Crisis Management Team

· Business Continuity Plan changes must be approved by the Crisis Management Team

Change requests resulting from Post Mortem Reviews or reviews of test results are documented on the forms used during the reviews.

When other change requirements are identified, Staff complete a Business Continuity Plan Update Form and submit the request for changes to the Business Continuity Administrator.

The Business Continuity Administrator obtains any required reviews and notifies the requestor of the approval decision.

[image: image5.wmf]Post Mortem

Reviews

Test

Results

Suggested

Changes

Obtain Required

Reviews & Notify

Requestor of Approval

Decision

BCA

Update Documentation

BCA

DTL

Distribute Revised

Documentation & Notify

Employees of Changes

BCA

DTL

Updated

Plan

Plan Maintenance

Activities

Legend:

BCA - Business Continuity Admin.

DTL - Department Team Leader


The Business Continuity Administrator forwards recommendations for changes to Department Addendums and the Business Continuity Plan to the Crisis Management Team via email with a request for review and approval.  Approval by a majority of the Crisis Management Team is required to approve changes to Department Addendums and the Business Continuity Plan.

When a Crisis Management Team member suggests further changes to the Business Continuity Plan, the Business Continuity Administrator informs the requestor of the requested modifications.

Distribution of the Business Continuity Plan

Electronic copies of all documents that support the Business Continuity Plan are maintained in restricted access files on the network directory system (Netfiles).

Business Continuity Team Leaders and members of the Management Teams receive a printed copy of the Business Continuity Plan, forms, addendums and work instructions that apply to their area of responsibility.  Once each year these binders are returned to the business continuity plan administrator for updates and are redistributed to the team members for storage at their residence.

Approval of the Buisness Continuity Management Team is required for other persons to receive a copy of the Business Continuity Plan or components of the Business Continuity Plan.

The names of the persons approved to receive the Business Continuity Plan or components of the Business Continuity Plan are listed on the Business Continuity Plan Control Log maintained by the Business Continuity Administrator.

When changes to the Business Continuity Plan or components of the Business Continuity Plan are approved, the Business Continuity Administrator:

· Makes the approved update 

· Updates the Document Control section of the Business Continuity Plan

· Distributes an electronic copy of the updated Business Continuity Plan or associated components to persons authorized to receive a copy of the controlled document

· Follows up with persons who have received a copy of the revised documents to ensure that the update was received and previous versions were destroyed

· Verifies that critical team members (identified with an “*” on the Business Continuity Plan Control Log) have an electronic copy on their computer and a hard copy of the revised document at their residence

· Records contacts on the Business Continuity Plan Control Log
The Business Continuity Administrator also ensures that one (1) current printed copy of the Plan and all components of the Plan are filed or maintained in:

· Each facility

· The off-site storage location

· The Disaster Recovery Site
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