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Information Security Policy
Introduction
Information is an important asset that has value to our institution and must be properly protected.  Information security protects our users and infrastructure from a broad range of threats to insure business continuity, safeguard our students, employees and donor’s data and helps us achieve the mission of the institution.

Information exists in many forms.  It can be printed, written, stored electronically, spoken in conversation, shown on video and transmitted by post or electronic means.  Whatever the medium, information should always be properly protected.


Information security is characterized as:

1. Confidentiality: ensuring that is accessible only to those authorized to have access.

2. Integrity: safeguarding the accuracy and completeness of information and processing methods.

3. Availability: ensuring that authorized users have access to information and assets when required.


Information security is achieved by implementing a suitable set of controls, in the form of polices, procedures, work instructions, and organizational structure.  The purpose of this document is to establish the set of controls and formalize specific security objectives for Doane University. 

Intent

Computer information systems and networks are an integral part of our academic enterprise at Doane University. The institution has made a substantial investment in human and financial resources to create these systems.

The enclosed policies and directives have been established in order to:

· Safeguard the information contained within these systems.
· Protect this investment.
· Reduce business and legal risk.

· Protect the good name of the institution.

Critical success factors

Experience has shown that the following factors are often critical to the successful implementation of an information security program.

· Security policy and objectives are established that support business objectives.

· An approach to implementing security that reflects organizational culture.

· Visible support and commitment from the leadership team.

· A good understanding of security requirements, risk assessment and risk management.

· Effective communication and commitment by all employees and students.

· Providing appropriate training and education to all employees, students, alumni and third parties as required.
· A method to evaluate performance of the information security program when compared to objectives.
Administration
The Information Security Officer is responsible for the administration of this policy. Doane University’s Chief Information Office also serves as the Information Security Officer for the Institution.
Statement of responsibility
General responsibilities pertaining to this policy are set forth in this section. The following sections list additional specific responsibilities.

User responsibilities

1. Actively participate in security awareness training. 

2. Read, acknowledge and comply with established information security policies and procedures.

3. Report security incidents immediately to the information security officer.

Manager responsibilities
Managers and supervisors must:

1. Ensure that all appropriate personnel are aware of and comply with this policy.
2. Ensure business processes that contain confidential information are documented, have up to date security controls, incident reporting and incident management steps built-in to the procedures. 
3. Create appropriate performance standards, training, control practices, and procedures designed to provide reasonable assurance that all users observe this policy.
4. Promote the importance of the program throughout the organization.

4. Report security incidents immediately to the information security officer.

Information Security Officer responsibilities
The Information Security Officer must:

1. Develop and maintain written standards and procedures necessary to ensure implementation of and compliance with this policy.

2. Provide appropriate support and guidance to assist users to fulfill their responsibilities under this policy.

3. Conduct risk assessments and monitor significant changes in the exposure of information assets, establish appropriate control measures to mitigate risks and communicate preventative measures to the Cabinet and Board of Trustees (Board) as appropriate.

4. Review and monitor information security incidents, insure corrective action is initiated to resolve the issue and report the findings and corrective action taken to the Cabinet and Board as appropriate. 

5. Provide training and frequent updates to users on current threats and control measures that maximize business continuity.
6. Identify and establish responsibilities for each asset or security process within the organization.

President’s and Cabinet responsibilities
The Cabinet will:

1. Establish the policies and objectives for the information security program.

2. Appoint a qualified Information Security Officer for the organization.

3. Establish, review and approve an information security policy for the organization.
4. Ensure that the information security policy is communicated to all users.

5. Provide resources required to establish and maintain the information security program.

Risk Assessment and Evaluation
At least annually, Doane University will evaluate the security program by performing a risk assessment.  The Information Security Officer will provide the results of this assessment to the Cabinet along with an action plan to address any shortcomings.  
There are three main factors that must be considered when preparing the recommendations.

1. Expenditures on controls must be balanced against the potential damage likely to result from security failures.  Recommendations must be based on the likelihood of a security failure and the estimated impact if the failure occurred.   

2. Legal, regulatory and contractual requirements must be evaluated and complied with that an organization, customers, partners, contractors and service providers have to satisfy.

3. Objectives and requirements for information processing that the organization has developed to support operations.

As part of the assessment, the Cabinet will be notified on progress of mitigating existing threats and of any new threats that could significantly increase the risk to the institution.  

Education and training

The foundation of an effective security program is the continuing education and training of all users and, where relevant, third party users (customers, vendors, contractors, etc.).  At a minimum, training and education will consist of initial training for users. The training will cover security requirements, legal responsibilities and business controls, and the correct use of information processing resources (e.g. password and log-on procedures, authorized use, trouble and incident reporting).  Periodic updates will be provided as required to inform users of current threats and preventative measures. Business process owners are responsible for training staff on specific physical and information security controls built-in to their procedures. At least annually the security policy will be reviewed.
Physical security
It is a policy of the institution to protect computer hardware, software, data, and documentation from misuse, theft, unauthorized access, and environmental hazards.

User responsibilities
The directives below apply to all users:

1. Visitors will be escorted at all times within the data center and offices containing confidential information.

2. Laptops, mobile computing devices, and removable storage media (i.e. flash drives, portable hard drive…etc.) should be stored out of sight when not in use. If they contain highly sensitive or confidential data, they must be logged or locked up.
3. Removable storage media should be kept away from environmental hazards such as heat, direct sunlight, and magnetic fields.
4. Critical computer equipment, (i.e. servers, security appliances) must be protected by an uninterruptible power supply (UPS). Other computer equipment should be protected by a surge suppressor.
5. Environmental hazards to hardware such as food, smoke, liquids, high or low humidity, and extreme heat or cold should be avoided.
6. Since the IT department is responsible for all equipment installations, disconnections, modifications, and relocations, users should contact IT to perform these activities. This does not apply to temporary moves of portable computers for which an initial connection has already been set up by IT.
7. Users shall not take Doane computing equipment or data (including offsite data access) off campus without the informed consent of their department manager. Informed consent means that the manager knows what equipment is leaving, what data is being taken off campus, and for what purpose it will be used.
8. Users must exercise care to safeguard the valuable electronic equipment assigned to them.

9. Users who neglect this duty may be accountable for any loss or damage that may result.
Information access and passwords

The confidentiality and integrity of data stored on Doane’s computer systems must be protected by access controls to ensure that only authorized users have access. This access shall be restricted to only those capabilities that are appropriate to each user’s job duties.
Creating Strong Passwords

If you've ever lost your wallet, you know the sense of vulnerability—that someone else could be walking around with your identification, pretending to be you. Well, if someone were to get your passwords—log on to your computer or your online accounts—they could ultimately assume your digital identity, pass themselves off as you, and have fun at your expense.

How Would You Know If Your Password Has Been Compromised? 

You'll only know for sure that someone else is using your password to your online accounts, if you spot unusual activity in your accounts or if you don't receive a monthly bill or bank statement. If an identity thief changes the mailing address for your accounts, you may not know you have a problem until you get a phone call from a collections agency.

Checklist for Password Protection

Hackers use software tools that run rapidly through thousands of likely passwords, looking for easy marks. Protect yourself by using unlikely or strong passwords and managing your password carefully. 

User responsibilities 

1. It is strongly suggested that you create a password from a phrase. Instead of using a memorable word, choose a memorable event in your life and convert it to a secret code. For example: 

2. Using first letters: "I went to Ft. Lauderdale in 85!" would translate to: IwtF.Li85!

3. Using last letters, and reversing capitals: iTOT.eN85+

The challenge, of course, is creating a password that you can remember, but is hard for anyone else to guess.

Make sure you create a password that:

Is at least eight characters in length, and the longer the better. 
Includes upper and lower case letters, numerals
1. Upper Case letters: A,B,C,D....Z

2. Lower Case letters: a,b,c,d....z

3. Numbers: 0-9

Make sure you:

4. Don't use ANY PART of your logon name for your password 

5. Don't reuse a portion of your old password 

6. Don't use consecutive letters or numbers like "abcdefg" or "234567" 

Manage your passwords

You'd be surprised at the number of people who write down their secret password, and tape it to the monitor or tuck it into a desk drawer next to their computer. Be sure you:

1. Keep it to yourself. 

2. Do not write it down. 

3. Do not share it with anyone. 

4. Create different passwords for very secure information (e.g. at financial Web sites) and for casual security (e.g. online magazines). 

5. Change your password at least every 90 days. 
6. If you had reason to tell someone your password, then create a new one at your earliest opportunity. 

User responsibilities
Each user:

1. Shall be responsible for all computer transactions that are made with their User ID and password.

2. Shall not disclose passwords to others. Passwords must be changed immediately if it is suspected that they may have become known to others. Passwords should not be recorded where they may be easily obtained.

3. Should change passwords at least every 90 days.

4. Should use passwords that will not be easily guessed by others.

5. Should log out when leaving a workstation for an extended period.

Manager’s responsibility
1. Managers and supervisors should notify the Network Administrator promptly whenever a user starts, leaves the institution or transfers to another department or location so that their access can be revoked. Involuntary terminations must be reported concurrent with the termination.
2. Managers and supervisors will notify the Director of Network Services when a contractor is on site and needs access to systems. The Requestor, Director of Network Services and the Information Security Officer will insure appropriate agreements are in place and that training has been provided prior to granting access to Doane systems.  
IT responsibilities
1. The Director of Network Services and the Network Administrator shall be responsible for the administration of access controls to all Doane computer systems. Network Services will process adds, deletions, and changes upon receipt of a written request from the end user’s supervisor.

2. Deletions may be processed by an oral request prior to reception of the written request Network Services will maintain a list of administrative access codes and passwords and keep this list in a secure area.

HR Office responsibility
For verification, the HR Department will provide IT a complete list of current users, highlighting additions, transfers and terminations. Changes will be reported as they occur.  Involuntary terminations must be reported concurrent with the termination.

Security requirements in third party contracts
Arrangements involving third party access to institutional, data, information processing systems and facilities should consider the following terms for inclusion in the contract:

1. General policy on information security

2. Asset protection including:

a. Procedures to protect organizational assets including information, hardware and software.
b. Procedures to determine whether a compromise of the assets (i.e. loss or modification of data) has occurred.

c. Controls to ensure the return or destruction of information and assets at the end of a contract or agreed upon point in time during the contract.

d. Integrity and availability of information assets.

e. Restrictions on copying and disclosing information.

3. A description of each service to be made available.

4. The target service and unacceptable levels of service.

5. A data use agreement and non-disclosure for processing confidential or proprietary information.

6. The respective liabilities of the parties to the agreement.

7. Responsibilities with respect to data protection legislation in respective states and or countries.

8. Intellectual property rights, copyrights and protection of any collaborative work.

9. Access control agreements.
10. Right to monitor and revoke access.

11. Right to audit contractual responsibilities or have audits conducted by a third party.

12. Definition of verifiable reporting criteria.

13. Establishment of escalation process for problem resolution.
14. Responsibilities regarding hardware, software installation and maintenance.

15. For data exchange, a clear reporting structure and agreed upon reporting formats and timelines.

16. A clear and specified change management process.

17. Any required physical protection controls to ensure requirements are followed.

18. User and administrator training in methods, procedures and security.

19. Controls to ensure protection against malicious software.

20. Arrangements for reporting, notification and investigation of security incidents.

21. Involvement of additional subcontractors.

Asset management

An inventory of assets helps to insure that adequate protection of information and continuity of business is maintained.  Information assets are broken down into four categories:

1. Information assets: Databases, files, manuals, documents, removable media.

2. Software Assets: application software, system software, development tools and utilities.

3. Hardware Assets: computer equipment (processors, monitors, laptops, port replicators, modems), communications equipment (routers, switches, hubs, wireless access points, internal cabling),  other equipment (printers, fax, projection devices)

4. Services: computing and communication services, general utilities, heating, lighting, standard and emergency power (generator, UPS), air conditioning.

User responsibilities
Users shall:

1. Safeguard the assets assigned to them and notify the helpdesk of any changes in status of information, hardware and software assets.

2. Follow the establish guidelines for modification of hardware and software assets.

Manager responsibilities

1. Safeguard the assets assigned to them and notify the help desk of any changes in status of information, hardware and software assets.

2. Enforce the establish guidelines for modification of hardware and software assets.

3. Notify the help desk when changes are required to support business needs.

IT responsibilities
IT shall:

1. Install, modify and repair assets in support of the institutions mission, business and security objectives.

2. The helpdesk will inventory information assets on a quarterly basis and report discrepancies to the information security officer.

Information classification, labeling and handling

To maintain confidentiality, continuity and integrity it is important to establish a set of procedures to classify, label and handle information assets.  These procedures must cover both physical and electronic information formats.  For each classification procedures should be defined to cover:

1. Copying.
2. Storage.

3. Transmission by post, fax, and electronic means.

4. Transmission by spoken word, including mobile phone, voice mail and answering machine.

5. Destruction or return.

Personnel Security
Intellectual property rights
It is Doane University’s policy to comply with all laws regarding copyrights and license agreements.

Legal reference
Doane University and its users are legally bound to comply with the Federal Copyright Act (Title 17 of the U. S. Code) and all proprietary software license agreements. Noncompliance can expose Doane University and the responsible user(s) to civil and/or criminal penalties.

Scope
This policy applies to all software that is owned by Doane University, licensed to Doane University, or developed using Doane University resources by users or vendors.

IT responsibilities
IT will:

1. Maintain records of software licenses owned by Doane University.

2. Periodically scan Doane computers to verify that only authorized software is installed.

User responsibilities
Users shall not:

1. Install commercial software unless authorized by IT. Only software that is licensed to or owned by Doane University is to be installed on Doane University computers unless approved in writing by IT. Users must gain written approval from their managers and IT prior to loading new software.  With written approval of the department manager, a request to load software can be sent to the helpdesk. 
2. Copy software unless authorized by IT.

3. Download software unless the download is authorized by IT.

Violations
Violations may result in disciplinary action in accordance with Doane policy. Failure to observe these guidelines may result in disciplinary action by the institution depending upon the type and severity of the violation, whether it causes any liability or loss to Doane, and/or the presence of any repeated violation(s).

Civil penalties
Violations of copyright law expose the institution and the responsible employees(s) to the following civil penalties:

· Liability for damages suffered by the copyright owner

· Profits that are attributable to the copying

· Fines up to $100,000 for each illegal copy

Criminal penalties
Violations of copyright law that are committed “willfully and for purposes of commercial advantage or private financial gain (Title 18 Section 2319(b)),” expose the institution and the user(s) responsible to the following criminal penalties:

· Fines up to $250,000 for each illegal copy

· Jail terms of up to five years

Incident/trouble reporting and response - See Business Continuity Plan
The Internet and electronic communications
The Internet is a very large, publicly accessible network that has millions of connected users and organizations worldwide. 

Access to the Internet is provided to users for the benefit of Doane University and its users. Users are able to connect to a variety of business information resources around the world.

Conversely, the Internet is also replete with risks and inappropriate material. To ensure that all users are responsible and productive Internet users and to protect the institution’s interests, the following guidelines have been established for using the Internet and electronic communications.

Acceptable use
Users using the Internet are representing the institution. Users are responsible for ensuring that the Internet is used in an effective, ethical, and lawful manner. Doane’s acceptable use policy can be read at: http://www.doane.edu/faq/acceptable-use-policy
Intellectual property rights
Users using the Internet are not permitted to copy, transfer, rename, add, or delete information or programs belonging to others unless given express permission to do so by the owner. Failure to observe copyright or license agreements may result in disciplinary action by the institution and/or legal action by the copyright owner.

Monitoring
All messages created, sent, or retrieved over the Internet are the property of the institution and may be regarded as public information. Doane University reserves the right to access the contents of any messages sent from its facilities or via its owned computing infrastructure if the institution believes, in its sole judgment, that it has a business need to do so.

All communications, including text and images, can be disclosed to law enforcement or other third parties without prior consent of the sender or the receiver. 
This means you should not put anything into your electronic messages that you wouldn’t want to see on the front page of the newspaper or be required to explain in a court of law.
Computer viruses, malware and phishing
Computer viruses and malware are programs designed to make unauthorized changes to programs and data. Therefore, they can cause destruction of information resources.

It is important to know that:

· Computer viruses and malware are much easier to prevent than to cure.

· Defenses against computer viruses and malware include protection against unauthorized access to computer systems, using only trusted sources for data and programs, and maintaining virus-scanning and malware detection software.

IT responsibilities
IT shall:

1. Install and maintain appropriate antivirus software on all computers.

2. Respond to all reported security incidents, destroy any virus or malware detected, and document each incident.

User responsibilities
These responsibilities apply to all users:

1. Users shall not knowingly introduce a computer virus or malware into Doane computers.

2. Users shall not download or load software of unknown origin.

3. Users should not click on links or open attachments from untrusted sources.

4. Any user who suspects that his/her workstation has been infected should immediately power off the workstation and call the HelpDesk.

Appendix A: Acknowledgment of Information Security Policy
This form is used to acknowledge receipt of, and compliance with, the Doane University Information Security Policy.

Procedure
Complete the following steps:

1. Read the Information Security Policy.

2. Sign and date in the spaces provided below.

3. Return this page only to the IT Office.

Signature
By signing below, I agree to the following terms:

i. I have received and read a copy of the “Information Security Policy” and understand the same;

ii. I understand and agree that any computers, software, and storage media provided to me by the institution contains proprietary and confidential information about Doane University, Doane students, Doane employees, Doane Alumni and Donors or it’s vendors, and that this is and remains the property of the institution at all times;

iii. I agree that I shall not copy, duplicate, transmit (except for backup purposes as part of my job here at Doane University), otherwise disclose, or allow anyone else to copy or duplicate any of this information or software;

iv. I agree that, if I leave Doane University for any reason, I shall immediately return to the institution the original and copies of any and all confidential data, software, computer materials, or computer equipment that I may have received from the institution that is either in my possession or otherwise directly or indirectly under my control.

User signature: ______________________________________
User name: _________________________________________     


Date:
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 Appendix B: Security Glossary
Authentication   A method for confirming a user’s identity. Techniques are usually broken down into three categories: (1) something the user knows, such as a password or PIN; (2) something the user has, such as a smart card or ATM card; and (3) something that’s part of the user, such as a fingerprint or iris. The strongest authentication involves a combination of all three. 

Biometrics   The identification of a user based on a physical characteristic, such as a fingerprint, iris, face, voice or hand-writing. Costs of biometrics authentication systems have been dropping and reliability improving, but many users are still wary of being identified by personal, unchangeable characteristics. 
Computer Forensics   The act of looking for and preserving digital evidence of a crime for eventual use in court. Computer forensics is just starting to get widespread attention in the computing community. 

Critical Infrastructure   A foundation of services that citizens and businesses rely on for their health, safety and well-being. Telecommunications, transportation, energy and banking services are part of the critical infrastructure, which is often privately owned but which citizens expect the government to protect. 

Cryptography   A coding method in which data is encrypted (translated into an unreadable format) and then decrypted (translated back into a readable format by someone with a secret key) using an algorithm. Cryptography is used to send or store information securely. See public key cryptography. 

Denial-of-Service Attack (DoS)  An attack in which a mail server, web server or even telephone system is purposely overloaded with phony requests so that it cannot respond properly to valid ones. 

Digital Certificate   The electronic equivalent of an ID card, which works in conjunction with public key encryption to sign digital signatures. A digital certificate, which may contain a user’s name and other information, is issued by a certification authority (CA), which also keeps track of digital certificates that have been revoked. 

Digital Signature   A type of electronic signature that is generally considered the most reliable and secure. Digital signatures use public key infrastructure (PKI) to authenticate the sender and verify the information contained in the document. With the passage of the electronic signatures act, digital signatures are expected to become increasingly popular for exchanging information, conducting transactions and signing contracts over the Internet. 

Distributed Denial-of-Service Attack (DDoS)   A denial-of-service attack in which the attackers load their malignant code onto a host of other machines (often through Trojan horses). Distributed attacks can cause much more damage than an attack originating from a single machine, as the defending Doane’s needs to block dozens or even hundreds of IP addresses. 

Electronic Signatures act   Officially named the Electronic Signatures in Global and National Commerce Act, a law stating that electronic signatures may be legally binding for contracts and transactions. The law does not specify what type of technology can be used. Digital signatures are popular types of electronic signatures, but simple click-through agreements at web sites also may be legally binding. Electronic signatures also may involve biometrics or digitized versions of handwritten signatures. 

Firewall   A method of guarding a private network by analyzing the data leaving and entering. Firewalls can also provide network address translation, so the IP addresses of computers inside the firewall stay hidden from view. Packet-filtering firewalls use rules based on a packet’s source, destination, port or other basic information to determine whether or not to allow it into the network. More advanced stateful packet filtering firewalls have access to more information from which to make their decisions. Proxy firewalls, which look at content and can involve authentication and encryption, can be more flexible and secure but also tend to be far slower. Although firewalls are difficult to configure correctly, security experts generally agree that they are a critical component of network security 

Information Security   The process of protecting data from accidental or intentional misuse by persons inside or outside of an organization. Although information security is by no means strictly a technical problem, its technical aspects (firewalls, encryption and the like) are important. Information security is an increasingly high-profile problem, as hackers take advantage of the fact that organizations are opening parts of their systems to employees, customers and other businesses via the Internet. 

P3P (Platform for Privacy Preferences)   A project of the World Wide Web Consortium (W3C) that will give consumers an easy way to learn about and react to the way web sites may be using personal information. Essentially, a P3P-enabled web site would generate a snapshot of how it handles personal information. That snapshot would be compared automatically to preferences set by a consumer using a P3P-enabled browser. 

Privacy   For citizens and consumers, freedom from unauthorized intrusion. For organizations, privacy involves the policies that determine what information is gathered, how it is used, and how customers are informed and involved in this process. Privacy is a legal issue, but it's also an information security issue. Customer outrage over stolen credit card numbers, for instance, is a privacy problem brought about by inadequate security. 

Public Key Cryptography   A coding system in which encryption and decryption are done with public and private keys, allowing users who don’t know each other to send secure or verifiable messages. Suppose Fred wants to send a message. He would encrypt it with his private key, which no one else knows; then, the recipient would decrypt it using Fred’s publicly available key, thus verifying that the message came from Fred. Alternately, suppose Fred wants to receive an encrypted message. The sender would encrypt the message with Fred’s public key, and only Fred would be able to decrypt it, using his private key. This method, also known as dual-key cryptography, contrasts with the older secret-key or symmetric cryptography, in which the sender and recipient must agree on and use the same private key for encryption and decryption. 

Public Key Infrastructure (PKI)   A system for securely exchanging information within an institution, group or with third parties that includes a method for publishing the public keys used in public key cryptography and for keeping track of keys that are no longer valid. Different industry and technical groups are developing PKI technology, and the National Institute for Standards and Technology (NIST) is working to make sure those technologies are compatible. 

RSA   A popular, highly secure algorithm for encrypting information using public and private keys, obscurely named for the initials of its creators. RSA Security’s patent on the algorithm recently expired. 

Smart Card   A device that is often the same size as a credit card but that is “smart” enough to hold its own data and applications and do its own processing. Smart cards, which are popular in Europe but have never really taken off in the United States, can be used to store personal information, hold digital cash or prove identity. They are often contrasted with “dumb” cards that have magnetic strips or barcodes and rely more heavily on networks. 

Trojan Horse   A malicious program that disguises itself as a beneficial or entertaining program but that actually damages a computer or installs code that can counteract security measures (perhaps by collecting passwords) or perform other tasks (such as launching a distributed denial of service attack). Unlike a computer virus, a Trojan horse does not replicate itself. 

Verify   The process of insuring that information has not been changed in transit or in storage, either intentionally or accidentally. 

Virus   A malicious program that replicates itself and may cause damage to a computer system by attacking or attaching itself to boot information, another program or a document that uses macros. 

VPN (Virtual Private Network)   Most often, a remote access system that is quickly replacing traditional dial-up modem pools. With a VPN, remote users typically connect to an Internet service provider (ISP) or a private IP-based network and from there establish a secure connection with network servers via an encrypted tunnel. VPNs can also be used for secure communication across a LAN or WAN. 
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